1.

Special Configuration for ScanRouter Professional/Enterprise on
Windows 2003 with SP1

In order to use ScanRouter Professional/Enterprise on Windows 2003 with SP1

installed, the following settings will be required even if Windows firewall is turned
OFF.

I Type “dcomcenfg” from the Start, Run... menu.
Il. This will display “Component Services”.

M. Under “Console Root > Component Services > Computers”, right-click “My
Computer” and select “Properties”
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\VA Under the “COM Security” tab, do the following.

My Computer Properties 2 x|
General ] Options | Defavilt Properties ]
Default Protocols | MSDTC COM Sectsity
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You may edit who is allowed default access to applications. You may
also et limits on applications that determing their owr permissions,

Edt Limits...

“Launch and Activation Pesmizsions

You may edit wiha is allowed by default to launch applications or
activate objects. You may also set limits on applications that
determing their own permizsions.
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A) Click the “Edit Limits...” button under “Access Permissions”.



B)

C)

D)

E)

Configure ANONYMOUS LOGON: Put a check in both “Local Access”
and “Remote Access”. Click Ok.
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Click the “Edit Limits...” button under “Launch and Activation
Permissions”.

Add ANONYMOUS LOGON: If “ANONYMOUS LOGON?” is not listed in
“Group or user names:”, please add it.

Configure ANONYMOUS LOGON: Put a check in “Local Launch”,
“Remote Launch”, “Local Activation” and “Remote Activation”.
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2. In order to use ScanRouter Professional/Enterprise on Windows 2003 SP1, the

following settings will be required if Windows firewall is turned ON.

Note: In addition to the procedure #2 described here, procedure #1 described previously

must also be done.

2-1. DCOM Settings

V.

Type “dcomcnfg” from the Start, Run... menu.

This will display “Component Services”.

Under “Console Root > Component Services > Computers”, right-click “My

Computer” and select “Properties” .

Under the “Default Protocols” tab, do the following.
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The zet of netwark. protocals available to DCOM o thiz maching. The
ordering of the pratocols reflects the priarity in which they will be used,
with the top protocal having first prioriky.

A) Check that “Connection-oriented TCP/IP” is listed under “DCOM Protocols”.

B) Select “Connection-oriented TCP/IP” and click the “Properties” button.

C) Click the “Add” button and input a range of ports to be used by ScanRouter
Professional/Enterprise. We recommend adding 10 ports or so. ScanRouter only
needs 3 but, in the event that other applications use some of ScanRouter’s ports

you might need extras. The 10 randomly selected ports must be between 1024

and 65535.

Note: Other applications and the OS may be using all of the ports in the range that
you specified. Therefore, after finishing this entire procedure and rebooting the PC,

check that DeskTopBinder or Auto Document Link (on a client PC) is able to connect

to ScanRouter. If it isn't, please try inputting a different range of ports.



V.

Click Ok to apply the new settings and close “Component Services”.

2-2. Windows Firewall Settings

Open the Windows Firewall settings dialogue.
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irewuall iz helping to protect pour PC

Wwindows Firewall helps pratect your computer by preventing unauthorized users
from gaining access to your computer through the Internet or a netwark.

Thiz zetting blocks all outside sources from connecting to this
computer, with the exception of thoze zelected on the Exceptions tab.

[~ Don't allow exceptions

Select thiz when vou connect to public networks in less zecure
lozations, such az airports. You will not be notified when Windows
Firewall blocks programs. Selections on the Exceptions tab will be
igrored.
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Awoid uzing this zetting. Turning off “Windows Firewall may make this
computer more vulherable to vinuzes and intruders.

A) Under the “Exceptions” tab, confirm that “File and Printer Sharing” is listed in
the “Program and Service” list.
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windows Firewsall iz blocking incoming network, connections, except for the
programs and zervices selected below. Adding excephions allows some programs
to work better but might increaze your zecurity rizk.

Programs and Services:
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B) Click the “Add Port...” button and add the following ports:
TCP 135, 389, 3670, 50109



UDP 50304, 50410

ES

|ze these settings to open a port through Windows Firewall Ta find the port
number and protocol, conzult the documentation for the program ar service pou
want to uze.

M ame: I

Port number; I
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Close the Windows Firewall dialogue.
Il. Reboot the PC.



Note: If you are using a secondary ScanRouter server, you need to add “DdsAselecter.exe” and
“DdsSlaveSync.exe” under the Windows Firewall exceptions tab. This can be done using the
“Add Programs” button. This only needs to be done on the Primary server. It does not need to

be done on the secondary server.

3. Some other phenomena may be encountered when using ScanRouter with Windows

Server2003 SP1. Some workarounds for these phenomena are given.

Phenomenon 1:

If the user attempts to open SR Manager, a Windows Security Alert will be displayed (See
figurel?2).
Workarounds:

Select “Unblock”. After doing this once, this alert will not be displayed again.

Phenomenon 2:

If the user attempts to install any ScanRouter Server product on a Windows 2003 SP1
server and the Windows Firewall in enabled, a Windows Security Alert will be displayed
(See figurel3).
Note: This only happens if Apache is selected as the web server.

Workarounds:

Select “Unblock”. After doing this once, this alert will not be displayed again.



